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Outline 

• Characteristics of the digital world and their implications 

for archives and recordkeeping, more broadly.  

• The current archival landscape. 

• Prominent conceptual and process models. 

• Mobile records and archives in the cloud. 

• Possible new areas of archival endeavor offered by 

digital forensic and recovery techniques 

• Some key areas of challenge to and expansion of 

archival principles, precepts and practices.  



In the digital world … 
• Impact of a global networked society: 

– National and institutional boundaries have become permeable, new kinds of 

professional and social communities have been formed, individuals and 

cultures have come into closer contact, and the co-presence of multiple and 

differing historical narratives means understanding and representing the past 

has become increasingly complex. 

– Archival institutions and their practices must respond to the networked nature 

of how records are being created. 

 

• Effect of digital creation and distribution of the documentary record: 

– The documentary record is more granular, more socially embedded, more 

abundant, more representative, more media-rich, more annotated, and 

more persistent.  

– More data is being kept about individuals and privacy and security of that 

data is a major concern. 

– Official and personal and public and private are often inter-mingled. 

 



• Paradigm = a formal model or pattern of beliefs, outlooks, 
assertions, values, and practices regarding a particular activity or 
phenomenon (Thomas Kuhn) 

 

• The archival paradigm supports an evidence-based approach to 
the management of records.  

 

• It is fundamentally concerned with the organizational and 
individual functions, processes, and contexts through which 
records are created and preserved as well as the ways in which 
records individually and collectively reflect those functions, 
processes, and contexts in and through time.  

 

• The paradigm operates on multiple conceptual, functional, and 
professional levels as a framework for archival theorizing as well 
as for archival practice. Theory develops out of practice 
(inductively) and practice develops out of theory (deductively).  



Core concepts in the archival paradigm 



• In addressing these concepts the archival 

profession has, since its modern professional 

formation devised professional principles, 

precepts and practices that are often presented 

as canonical.  

• These include: 

– the principles of provenance, original order and 

respect des fonds and the notion of the archival 

bond;  

– related precepts such as collective and multi-level 

description and archival neutrality; and 

– activities such as appraisal, accessioning, 

arrangement and description, and preservation  



 While the essence of the paradigm continues to 

provide archives with a societally necessary and 

professional distinctive role, these archival 

principles, precepts and practices have not only 

varied historically in interpretation across 

different archival traditions, they have also been 

considerably challenged, rearticulated and 

expanded in response to the shifting nature of 

records and recordkeeping and societal change.  



Cumulative shifts in archival identity and 

preoccupations over the past 150 years 

• juridical legacy 

• cultural memory 

• societal engagement 

• community archiving  

 

 … the archivist “has been transformed . . . from passive 
curator to active appraiser to societal mediator to community 
facilitator. The focus of archival thinking has moved from 
evidence to memory to identity and community, as the 
broader intellectual currents have changed from pre-modern 
to modern to postmodern to contemporary.”  

         
  -- Terry Cook, 2012 



Thinking and acting glocally 

• Glocalization: “the simultaneity—the co-presence—of both 

universalizing and particularizing tendencies” — Roland 

Robertson 

 

• Requires that archival practices, archival standardization, 

and archival scholarship focus on simultaneously 

addressing local and global needs and perspectives, as 

well as on understanding the effects of interaction between 

the two.  

 



Why should archives be concerned? 
• Governments, business, research and socialization are 

increasingly conducted on a transnational basis using the web 

and cloud technologies.  

 

• Indigenous, local, and colonial recordkeeping and memory 

systems and practices that developed out of particular national 

and cultural traditions and worldviews are simultaneously 

grappling with their tangled histories, and interfacing and 

negotiating with other traditions and worldviews in whole new 

digital ways.  

 

• New and reconstituted nations are working to develop their 

national identities and strengthen their own bureaucratic, 

scholarly and professional infrastructures internally, while 

seeking visibility and recognition on the world stage.  



The evolving archival paradigm 

• Discourses not only within the archival profession but also 

within information technology and management 

communities and disciplinary scholarship locate the 

archival role in varying places along a spectrum that 

ranges from bureaucratic practice to cultural heritage to 

identity construction to human rights concerns, with all 

shades in between.  

 

• The so-called “archival turn” has made both societal and 

institutional constructions of archives the critical and 

analytical focus of scholars in disciplines across the arts, 

humanities and social sciences.  



Contemporary professional and institutional 

landscape within which archives are situated 



The Lifecycle of records 



The OAIS Reference Model 

(ISO 14721:2012 ) 



U.K. Joint Information Systems 

Committee (JISC), 2006 

 Digital curation definition: Maintaining and adding 

value to a trusted body of digital information for future 

and current use; specifically, the active management 

and appraisal of data over the entire life cycle. Digital 

curation builds upon the underlying concepts of digital 

preservation whilst emphasizing opportunities for added 

value and knowledge through annotation and continuing 

resource management. Preservation is a curation 

activity, although both are concerned with managing 

digital resources with no significant (or only controlled) 

changes over time. 



Digital Curation Center (U.K.) 

 Definition: Digital curation, broadly interpreted, is about 

maintaining and adding value to a trusted body of digital 

information for current and future use. The digital 

archiving and preservation community now looks 

beyond the preservation, cataloguing and cross 

referencing of static digital objects such as documents. 

The scientific community has data characterised by 

structure, volatility and scale. These require us to 

extend our notions of curation. We must also investigate 

the principles that underlie appraisal, and lessons learnt 

about the economics of preservation. 



The DCC Life Cycle Model 



The Records Continuum Model 



The RKMS Conceptual and Relationship 

Models: Records in Business and Socio-

legal Contexts  



• RKMS is the basis for the ISO 23081 Records 

Management Metadata standard and ISO 30300:2011 

Information and Documentation — Management 

Systems for Records: Fundamentals and Vocabulary, 

that seeks to update and reconcile terminology used in 

the various ISO records management standards (e.g., 

ISO 15489).   

 

• It is also being used by ICA as a starting point for the 

development of a conceptual model to underpin and 

integrate revised versions of its suite of standards for 

archival description (ISAD(G), ISAAR(CPF), ISDIAH, 

and ISDF).  



Duranti (1996): 

– archives occupy physical places that take custody of 

bureaucratic documents, transforming them as they 

cross the archival threshold into “testimony of past 

actions.”  

– the preservation of that testimony and the evidence it 

implies is endangered once it is no longer in active use 

unless it is physically removed from its creators and 

those with a direct interest in its content and transferred 

across the archival threshold into archival custody.  

 



Post-custodial approaches to archives 

• Technological complexities, policy concerns, and 

economic costs may result in those materials never 

being physically stored within a physical archives. 

Instead, they might remain with their original creator, be 

placed together with non-archival materials within an 

institutional or other digital repository, or stored 

remotely in the cloud. 

 

• Archivists can no longer conduct themselves as passive 

recipients and custodians of old, but still valuable, 

records. Instead, they need to be proactive stewards of 

the record.   



 “A change in the traditionally perceived archival mindset 

is needed here to manage the records and their 

continuum, not the relics at the end stage in the record 

life cycle. . . . With the spotlight clearly on the record 

rather than the relic, the equilibrium can be adjusted to 

provide efficient, effective and innovative public record 

management with an intellectual control not custody 

axis, safeguarding and making accessible archival 

resources for good government, public accountability 

and future research needs.”  

-- Acland (1992)  

 



 “post-custodial approaches to archives and records 

cannot be understood if they are treated as a 

dualism. They are not the opposite of custody. They 

are a response to opportunities for asserting the role 

of an archives—and not just its authentication role—

in many re-invigorating ways.” 

 

-- Upward (1996) 

 



“What, where, and when” is a record 

in these situations?  

• Cloud computing and data sharing using storage and 

retrieval services that are often offshore and managed by 

commercial vendors. 

 

• Mobile computing and texting using handheld devices 

such as cellular phones and personal digital assistants.  

 

• SSDs (solid state drives) such as highly portable flash 

drives that do not use any mechanical components and 

whose flash memory can store data without a power 

source.  



Digital archaeology 
• Addresses the reconstruction or recovery of electronic records 

that have become unavailable as a result of damaged media or 

systems obsolescence.  

 

• Records and other digital content (for example, computer games) 

can be recovered and/or reconstructed through techniques such 

as baking, chemical treatments, searching the binary structures 

to identify recurring patterns, reverse engineering of the content, 

and inferencing based upon knowledge about workflow 

processes and surviving metadata. 

 

• Its techniques can be applied to legacy electronic records that 

have no true paper counterparts, but where archival 

requirements were not factored into their design, as well as to 

damaged records.  



Digital forensics 

• Digital forensics is the branch of forensic science that 

relates to the recovery and investigation of evidence 

located on digital media of all kinds. 

 

• Data files and digital media can retain all sorts of trace 

data that can be extracted using the appropriate software 

tools.  

 

• Digital forensics has much wider application, however, 

including helping archivists to identify, describe, and 

preserve evidential aspects of digital materials that might 

not be immediately apparent.  



 For example, digital forensic techniques 

potentially could:  
 

• extract traces of activity, such as date and time stamps, 

georeferences, file and personal data transfers, sites visited, email 

addresses contacted, and pointers to where to find data from a 

forensic disk image transferred to the archives.  

 

• determine if certain materials might be missing from among those 

transferred into archival control.  

 

• make possible new forms of scholarship working with digital 

materials, scholarship that potentially can probe very intimate 

details about the creator and the ways in which those materials 

were created.  

 

 



• Three changes wrought by digital forensics in 

the archival field (Lee, 2012):  

– Introduction of new vocabulary such as disk image, 

hex[adecimal] viewer, cryptographic hash, and 

filesystem.  

– Increased interaction with new professional 

communities and sources of guidance about how to 

create, read, and mount disk images of old storage 

media.  

– Application of tools that work on archival materials at 

a very granular level—in this case at the level of raw 

bit streams—rather than at the file level.  



 … the introduction of digital forensics into 

archives has the potential to shift the “center of 

gravity” about electronic records in the archival 

literature from the design of institutional 

recordkeeping systems toward the acquisition 

and management of records from a much more 

diverse and unpredictable set of sources. 

 

-- Lee, 2012  



Digital recovery 

• Relates to the use of digital technology to recover, rediscover, or 

re-create lost knowledge, memory, and practices.  

• Is closely associated, but not coterminous, with digital repatriation.  

• Is about more than making copies of the materials on another 

medium because of the reversioning capabilities that digital media 

afford. 

• This transformation potential is highlighted in the digital curation life 

cycle model and is quite different from the emphasis on fixity of 

archival content that has been so essential to ensuring the 

trustworthiness of the archive historically.  

• Digital materials can be subjected to new kinds of close scrutiny 

and analysis   



 Concurrent with such new conceptualizations 

about archives and archival capabilities are 

many areas of challenge, re-articulation and 

expansion to archival principles, precepts and 

practices.  

 

 Among the most prominent areas of recent re-

articulation are notions of custody, original and 

copy, and reliability and authenticity that have 

been the focus of several recent research 

projects.  



A broader metadata universe 

• metadata that is automatically generated and captured 

during digital recordkeeping activities 

• digital preservation metadata 

• archival description expanded to include crowd-sourced 

annotation and tagging 

• item-level metadata for digitized items (predominantly 

applying metadata schemes developed in other 

professional fields) 

• description of components or elements that might exist 

below the item level in complex electronic or media 

records.  

 



 In part due to the networked creation of records 

and in part because of a movement to include 

and acknowledge more voices within the 

archive, the concept of provenance, often 

presented as a monolithic principle, has been 

deconstructed and problematized to 

acknowledge the complexities of authorship that 

were always present in records as well as those 

resulting from the kinds of relationships and 

collaborations made possible by networking and 

encouraged by globalization.  



• Functional provenance and multi-provenance 

have been applied to address practically how 

electronic records are being created in and 

across organizations and research endeavors. 

 

• Co-creatorship and the closely related constructs 

of multiple simultaneous and parallel provenance 

have arisen out of archival theorizing 

(particularly in records continuum research and 

in postcolonial and gender studies contexts) 

about the genesis of records and how this 

should best be described. 

 



• In a digital world it can become much easier to 

discern multiple and simultaneous provenance 

from the traces left behind, such as audit trails, 

routing information, and date stamps.  

 

• It is also easier to support multiple arrangements 

of the same materials; to make evident their 

documentary relationships to materials from 

other series or fonds; to provide alternate views 

of finding aids and other descriptive tools; and to 

open those tools up to others for annotation and 

emendation.  

 



• Amid such expansion and challenge, there are indications that 

some major principles and practices will diminish in importance 

or perhaps even fail to make the transition into a digital world. 

For example: 

– Arrangement 

– Manual archival description 

– Appraisal 

 

• Several new constructs such as the archival multiverse, archival 

reconciliation, and community-based archiving have emerged in 

recent years in response to technological developments, 

intellectual and community movements, and the outputs of 

research in archival studies  



• When all of this is considered together with the 

emergence of new areas of hybrid professional and 

disciplinary expertise such as digital curation, digital 

humanities and digital forensics, it not only validates 

and augments the continued relevance of the paradigm, 

it also charts how it has been moving beyond the 

physically-, institutionally- and nationally-bound thinking 

out of which it originated.  

 

• This mixture of continuity with expansion, adaptability 

and applicability is an indicator of a healthy, living field, 

and of its capacity to contribute to digital information 

management concerns in related fields. 

 


